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50+ Companies in Norway providing pentesting



Let us take 
a look at

Pentest 
Methodologies







Do we do 
reconnaissance 

in a modern 
pentesting?

Or do we just tell what ever the customer asks us to? 



The Latest and Greatest 
Methodologies!





PTES, 
OSSTMM, 
OWASP

Are you as confused as I am? 













PORTSWIGGER TOP 10 ATTACKS

• 1 - ACCOUNT HIJACKING USING DIRTY DANCING IN

SIGN-IN OAUTH-FLOWS

• 2 - BROWSER-POWERED DESYNC ATTACKS: A NEW

FRONTIER IN HTTP REQUEST SMUGGLING

• 3 - ZIMBRA EMAIL - STEALING CLEAR-TEXT

CREDENTIALS VIA MEMCACHE INJECTION

• 4 - HACKING THE CLOUD WITH SAML

• 5 - BYPASSING .NET SERIALIZATION BINDERS

• 6 - MAKING HTTP HEADER INJECTION CRITICAL

VIA RESPONSE QUEUE POISONING

• 7 - WORLDWIDE SERVER-SIDE CACHE POISONING

ON ALL AKAMAI EDGE NODES

• 8 - PSYCHIC SIGNATURES IN JAVA

• 9 - PRACTICAL CLIENT-SIDE PATH-TRAVERSAL

ATTACKS

• 10 - EXPLOITING WEB3'S HIDDEN ATTACK

SURFACE: UNIVERSAL XSS ON NETLIFY'S NEXT.JS

LIBRARY

https://portswigger.net/research/top-10-web-hacking-techniques-of-2022

renewed 2023, 2024
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TIMELESS METHODOLOGY FOR PENTESTING

TRADECRAFT

Most Valuable Pentesting



Most Valuable Pentesting (MVP) Methodology
B e  H o n e s t ,  F i n d  V u l n e r a b i l i t i e s ,  I m p r o v e  G r a d u a l l y

Reliable and consistent testing is important, and not relying on 

a single individual's skills and efforts to complete a penetration 

test helps ensure the highest levels of standards. 

Producing High Value Penetration Tests

Penetration Testing is a team effort, not an individual 
effort. Utilize a team to maximize the penetration test 
efforts. 

Team Based Effort

Leave no stone unturned. Many vulnerabilities are 

found in the "paths least travelled". Fully explore!

Thoroughly Map Attack Surface

Document findings, process, discrepancies and 
hypothesis. It will be useful now and later. 

Reporting

A team is stronger. Produce hypothesis to uncover 
potential attacks across all layers. Strengthen the team 
knowledge by working as one. 

Hypothesis and Knowledge Sharing

Fuzzing

Business Process / 
Logic Flaws

Tools

Frameworks

Hypotheses & Test Cases

Discovery





WordPress Enumeration





What to attack in the pentest? 

Network

Middleware

Server Databases Libraries Load-balancers

The APPLICATION

Clients, etc.

Third 
Parties

Phishing Browsers Users

Kidnap 
their kids 







IIS Short Name 
Scanning





WEB APPLICATION 
PENETRATION 
TESTING

IT’S NOT JUST CHECKLISTS 



AI as a Pentester 
Companion

 AI has knowledge of the entity you 
are testing

 What features

 What technology (tech stack, 
libraries, plugins, you name it) 

 This is based on automated 
collected results

 Think scanners, collectors / 
sensors,  ASM data 

 When pentester “arrives” to the 
asset, they can be presented with 
DYNAMIC checklists 

 AI companion can also make sure 
documentation of work is done 
according to attack surface 

Caption: Illustrative image of agentic workflows
from n8n.io



When You Don’t Have 
MVP

• Create one
• Set up the minimum of what you 

know
• A starting point is better than nothing 
• Get the ball rolling with your team

• Dedicate days before the 
engagement to: 
• Build
• Set-up
• Configure
• Break & Hack
• Create CTF challenges ;) 

• Create foundations for future 
hypothesis 



Incomplete MVP’s

docker run -d --name dokuwiki \
  -p 8080:8080 -p 8443:8443 \
  -e DOKUWIKI_USERNAME=admin \
  -e DOKUWIKI_PASSWORD=supersecurepassword \
  -e DOKUWIKI_FULL_NAME="Admin User" \
  -e DOKUWIKI_EMAIL=admin@example.com \
  -v dokuwiki_data:/bitnami/dokuwiki \
  bitnami/dokuwiki:latest



Most Valuable Pentesting (MVP) Methodology
B e  H o n e s t ,  F i n d  V u l n e r a b i l i t i e s ,  I m p r o v e  G r a d u a l l y

Reliable and consistent testing is important, and not relying on 

a single individual's skills and efforts to complete a penetration 

test helps ensure the highest levels of standards. 

Producing High Value Penetration Tests

Penetration Testing is a team effort, not an individual 
effort. Utilize a team to maximize the penetration test 
efforts. 

Team Based Effort

Leave no stone unturned. Many vulnerabilities are 

found in the "paths least travelled". Fully explore!

Thoroughly Map Attack Surface

Document findings, process, discrepancies and 
hypothesis. It will be useful now and later. 

Reporting

A team is stronger. Produce hypothesis to uncover 
potential attacks across all layers. Strengthen the team 
knowledge by working as one. 

Hypothesis and Knowledge Sharing

Fuzzing

Business Process / 
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Tools
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Hypotheses & Test Cases
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Discovery

 What are you going to attack?

 What are you NOT going to attack? 
Keep documenting what you are NOT attacking

 What can you source to your co-workers?
 What skills do they have, what are they good 
at? 

 Can you find every script, every piece of 
content and function? 

 Content enumeration is key. What if there is a 
gaping vulnerability in a script you didn’t find?



Goal: Find 
Everything

i. Map Browsable Attack Surface

ii. Find Unlinked Content & Params

iii. Repeat for each `Platform 
Distinctions` of the application 

Content Discovery

Leave no stone unturned. Many vulnerabilities are found in the "paths 
least travelled". Fully explore!



Map Browsable 
Attack Surface

Browse the entire application, discover all browsable 
content

Click
Use
Learn 

Use the Burp Suite Crawl feature on the top level of the 
application.

Has decent support for SPA as of Burp Suite v. >2
Helps build a complete sitemap 
Use most complete configuration, which is the slowest 

For JavaScript, extract file paths and references. 
CyberChef extract file paths module
GAP Burp Plugin 
JSParser

Content Discovery



Unlinked 
Parameters

• Discover if there are any unlinked 
parameters
• Particularly important on all 

Platform Distinctions  

• Any change based on a new 
parameter is interesting

• GET, POST, Cookies, Headers

• Headers might bypass 
authentication 

• Might find attack surface 

• Param miner extension! 

Content Discovery



OpenAPI / Swagger Specs

• If we can cheat, we should! 

• Paints a picture of what the developers intended to include 

• Still requires us to do content discovery 



Archive.org
• WaybackRobots.py • WaybackURLs.py

Content Discovery



Fuzzing
Find bytes and input producing 

different/unexpected results



Fuzzing Bytes 101

1. For-each script and input
2. Send their script to repeater / play with it in browser 

• Determine properly how the functionality works and try 
related attack

3.   Send to intruder and fuzz 
• %00 to %FF

• URL Decode targets Middleware 
• URL Encode targets App

• Anomalies, discrepancies, interesting results? 
• Create Hypothesis
• Work with team if you cannot produce hypothesis 

• Use wordlists

4.   Utilize vulnerability scanner
• Backslash Powered Scanner and other extensions will also aid 

here. 

5.   Scanner results? Update methodology 



Second example: 
A Single Character





Using Wordlists

With our fuzzing efforts, wordlists can help produce 
valuable results, e.g., anomalies in cases of: 

•  Different results 

•  Timing impacted 

•  External server interaction

Use wordlists that help you target technology and 
hypothesis. 

Great starting points: 

•  SecLists: https://github.com/danielmiessler/SecLists

•  AssetNote: https://wordlists.assetnote.io/

Take time to learn what these wordlists contain; 
it will help you learn when to apply them 







RED VERSUS BLUE
IT IS TIME WE “STOP FIGHTING” AND FORM PURPLE TEAM





Connect with me – https://into.bio/chrisdale

LinkedIn – https://www.linkedin.com/in/chrisad/

Fighting Cyber Crime – https://riversecurity.eu 
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