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Co-Author – Cyber Deception, Attack Detection, 
Disruption and Active Defense 

Short summary:

I show how criminals break-in,
and I help throw them back out… 

GCIH   GIAC Certified Incident Handler  

GPEN   GIAC Certified Penetration Tester  

GSLC   GIAC Security Leadership   

GIAC   GIAC Mobile Device Security Analyst 

GDAT  GIAC Defending Advanced Adversaries 

GCTI    GIAC Cyber Threat Intelligence

GCFA  GIAC Certified Forensic Analyst

GXIH   GIAC Experienced Incident Handler

GXPT   GIAC Experience Penetration Tester 

GSP    GIAC Security Professional

CERTS



Exclusively in Offensive Security 
Space 

- And a touch of Incident Response 

- 20 employees
- Boot strapped 
- 4 years in business 
- 41+ public customer testimonials 
- 8+ customer cases 

Team River Security @ Hacker Space 2024 
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WHY DO WE 
DO 

PENETRATION 
TESTING?

WHAT IS THE GOAL OF PENETRATION TESTING?

(LEGIT QUESTION)



COMMON PROBLEMS WITH 
PENETRATION TESTING

I HAVE BEEN LUCKY ENOUGH TO BE ON BOTH

SIDES OF THE TABLE: 

- SEVERAL YEARS AS CISO

- PROCURER AND RECEIVER PENTEST

I HAVE BUILT, TRAINED AND MANAGED SEVERAL PENETRATION

TESTING TEAMS. 



Do Attackers Care 
About Scope?





















With Traditional 
Penetration Testing – 
Are we even playing 
the same game as 
attackers? 



THE KING IS 
DEAD

LONG LIVE THE KING

https://riversecurity.eu/pe
netration-testing-
methodology/

https://riversecurity.eu/penetration-testing-methodology/
https://riversecurity.eu/penetration-testing-methodology/
https://riversecurity.eu/penetration-testing-methodology/
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• Immediate value

• Bottom-up approach!

• Smaller investment up front

• Find shadow IT, unmanaged data 

• Scope is suddenly defined
• Customer and Provider knows what has 

been left out of scope

• Know what you have, before procuring 
pentest 

Digital Footprint Assessment
Map Out Attack Surface – Get Hackers Opinions







CAPA Loops

Capture: Discover changes to target attack surface or new CTI which enables attacks.

Plan: Devise a course of action based on information: exploit, pre-emptively alert and conclude risk

Analyse: As new changes emerges, process this as opportunities to apply penetration testing efforts

Act: Act before Threat Actors can complete the same loop! 



Digital 
Footprint

Automation + 
Review

Attack 
Surface 

Management

Enter 
Attack Surface Management



PENTEST METHODOLOGY

2

3

1Reconnaissance Discovery &

Scanning

Exploitation & Verification



REDEFINING 
PENETERATION TESTING 

WITH  OFFENSIVE SOC

Attack 
Surface 

Management

Test All 
Changes
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OFFENSIVE SOC OPERATIONS

EXISTING ATTACK SURFACENEW ATTACK SURFACE (DELTA)

- Recon, Discover and Scan 

continuously

- Pentest and assess ASAP

- Hunt on existing targets 

- Use new CTI to assess ASAP



JSON

Datalake

JmesPath / JQ / Query

Entities / Observables / Attack Surface









Example



Example



IS A MOVING TARGET



1. KNOW YOURSELF
The task once dubbed asset inventory remained 

neglected



1. KNOW YOURSELF
The task once dubbed asset inventory remained 

neglected

OFFENSIVE SOC



2. KNOW ATTACKERS

Pentesting was deemed annual or solely for 
compliance by the industry

OFFENSIVE SOC



3. ADVANCED PERSISTENT THREAT

Penetration testing has lacked agility and sustained 
impact

OFFENSIVE SOC



RED VERSUS BLUE
IT IS TIME WE “STOP FIGHTING” AND FORM PURPLE TEAM





https://into.bio/chrisdale & https://into.bio/rivsec 

Twitter – https://twitter.com/ChrisADale

LinkedIn – https://www.linkedin.com/in/chrisad/

Fighting Cyber Crime – https://riversecurity.eu 

https://into.bio/chrisdale
https://into.bio/rivsec
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