
A day in the life as 
an Incident 
Responder

By Chris Dale – SANS and River Security 



CHRIS DALE

• CHO, PRINCIPAL AND FOUNDER AT RIVER SECURITY

• PRINCIPAL INSTRUCTOR AT SANS

SHORT WHOAMI:

I SHOW HOW CRIMINALS BREAK-IN,

AND I HELP THROW THEM BACK OUT… 

GCIH   GIAC Certified Incident Handler

GPEN   GIAC Certified Penetration Tester

GSLC   GIAC Security Leadership

GIAC   GIAC Mobile Device Security Analyst

GDAT  GIAC Defending Advanced Adversaries 

GCTI GIAC Cyber Threat Intelligence

GCFA GIAC Certified Forensic Analyst

GXIH GIAC Experienced Incident Handler

GXPT GIAC Experience Penetration Tester 

GSP GIAC Security Professional

CERTS



Incident Response
 Extremely 
Interesting Field with 
Lots of Potential

 Lots of Areas to 
Study and Improve



My Responsibilities in IR

 I belong in the class of “Chaos 
Pilot” 

 When I am called, it is generally 
“too late” – damage has been 
done

 Incident Response should 
ideally be more proactive 

 Responding to alerts is generally 
challenging due to fidelity 



Fidelity Example - LLMNR

Low Fidelity Approach - Find evil 
LLMNR

 High Fidelity Example – Actual 
True Event 



It is not a matter 
of IF you get 

hacked
But WHEN you get hacked









Fighting Assumptions

 And asking stupid questions

 50/50 of my cases, customers 
had the wrong initial 
assumptions 

 “Our mobile application is 
being DDOS’ed” 

 “Our user received an email 
with an attachment that 
contained malware”



Response Policies

Contain & Clear 
  vs. 

Watch & Learn 

Maintain secrecy 
  vs. 

Peer disclosure 



Scoping and Triage: 
The 5 W and 1 H

Think like a journalist 

Use the 5 W’s and 1 H to assess the situation

Who

What

When

Where

Why

How



Ransomware

The Never Ending Story 



WANNACRY



2021



YET STILL TODAY
BUSINESS LEADERS & BOARD MEMBERS PROVE DIRECT

IGNORANCE ON CYBER CRIME

“WHY WOULD ANYONE WANT TO HACK ME?”





WITH THE 

HISTORY OF 

RANSOMWARE 

BEHIND US
ASK YOURSELF: 

WHEN WAS YOUR BACKUP DESIGNED, AND

WHAT WAS IT DESIGNED FOR? 



STORY TIME & THE ELEPHANT IN THE 
ROOM 

• FIRST RANSOM: UNLOCK DATA

• SECOND RANSOM: DATA THEFT

• TRIPLE RANSOM: INDIVIDUALS PRESSURED



My Experience

 Can be extremely stressful and taxing
 Taxing on both family and business 

 IR requires people to answer questions, not just ask them 

 Technically stimulating work 

 In general rewarding work if you can “save the day”

 There is a lot of potential in IR, but not always willingness to invest



https://into.bio/chrisdale & https://into.bio/rivsec 

Download slides here!

Twitter – https://twitter.com/ChrisADale

LinkedIn – https://www.linkedin.com/in/chrisad/

Fight Cyber Crime! – https://riversecurity.eu 

THANK YOU!

https://into.bio/chrisdale
https://into.bio/rivsec
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