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•SHORT SUMMARY:

I SHOW HOW CRIMINALS BREAK-IN,

AND I HELP THROW THEM BACK OUT… 
GCIH   GIAC Certified Incident Handler

GPEN   GIAC Certified Penetration Tester

GSLC   GIAC Security Leadership

GIAC   GIAC Mobile Device Security Analyst

GDAT  GIAC Defending Advanced Adversaries 

GCTI GIAC Cyber Threat Intelligence

GCFA GIAC Certified Forensic Analyst

GXIH GIAC Experienced Incident Handler

GXPT GIAC Experience Penetration Tester 

GSP GIAC Security Professional

CERTS



Why This Talk

Alphabet soup of buzzword and topics. 
I wanted to better understand these frameworks myself 
 Help others learn too 

Offensive Services and Incident Response closely align with the 
requirements
Agenda: 

 Cyber Security Frameworks 
 NIS2
 DORA 
 Tiber-EU



Control

Security Frameworks

 Control Frameworks
NIST 800-53
 CIS 18 Controls
 ISO 27002

 Program Frameworks 
 ISO 27001
 NIST CSF

 Risk Frameworks 
NIST 800-39, 800-37, 800-30
ISO 27005 

Experience

Program

Risk



Shout Out to Sounil Yu



NIS-2

The need for 
frameworks



Key Threats in EU

 Ransomware
 Lockbit and the throves of actors 

 Supply Chain 
Solarwinds, SSH Xz Compression library

 War in Ukraine / Russia 
 Signals, connectivity, destruction 

 Industrial and State Espoinage 
NXP looted for 2 years
Swizz aviation compromised for multitude of years

 Foreign interference
 EU elections, influence operations, PsyOps

 ICT supply chain risks 
5G and dependencies on third countries 

 Emerging Threats  
Vulnerabilites, Known Exploitable Vulnerabilities, Deep Fake Attacks, Social Engineering



NIS2 – 3 Pillars



NIS2 Sectors 
Included

 Energy, including electricity, oil, and gas

 Transport, covering air, rail, water, and road 
transport

 Banking

 Financial Market Infrastructures

 Health sector, including healthcare providers

 Drinking water, encompassing both supply and 
distribution

 Waste water, including sewage and treatment 
facilities

 Digital infrastructure, such as DNS services, data 
centers, and trust services

 Public administration

 Space



NIS2 Critical 
Sectors

 Energy, including electricity, oil, and gas

 Transport, covering air, rail, water, and road 
transport

 Banking

 Financial Market Infrastructures

 Health sector, including healthcare providers

 Drinking water, encompassing both supply and 
distribution

 Waste water, including sewage and treatment 
facilities

 Digital infrastructure, such as DNS services, data 
centers, and trust services

 Public administration

 Space

Including

IT Suppliers 

Third Party



NIS2 – 10 Minimum 
Requirements

You need to assess risk and define security policies for information systems

Policies and procedures on 
cybersecurity risk management

Have plans for dealing with incidents, and be ready to do reporting when something has 
happened

Incident Handling

Ensure plans are made for managing business operations during and after a security incident.
Business Continuity 

Understand which provides you have and do risk management accordingly.
Supply Chain Security 

Put your staffing through updates on your policies, procedures and best practice. 

Basic cyber hygiene practices 
and training 

Data in transit and at-rest should be considered encrypted. Start with plans and procedures so 
enforcement and governance can begin. 

Policies and procedures for use 
of crypto, where appropriate 

encryption

Get it done! Replace passwords with tokens. Use password managers. 

Use of MFA and continuous 
authentication 

Source: https://nis2directive.eu/nis2-requirements/



NIS2: Incident Handling

 Disclosure requirements in three different levels

 Requires reporting of significant (and large) incidents to CSIRT

• Early 
warning

• Incident is 
suspected

Within 
24 

hours

• Initial 
assessment

• Share key 
details

Within 
72 

Hours

• Provide 
“final” 
report 

• Describe 
cause and 
mitigations

Within 
1 

Month



NIS2: Supply 
Chain

 NIS2 requires us to 
ensure security in our 
supply chains 

 On of the biggest 
challenges in this is to: 

 Know what suppliers 
you have 
 Understand how this 
supplier is significant 
for you



Discovering Your Supply 
Chain

 Ask procurement 
 What are you paying for? 

 Highest cost third party, perhaps most important third part 

 Consider asking your SoMe / Press team
 Let them “follow” important providers

 Utilize Offensive SOC, E-ASM and other technology 

 Have a plan to consider what happens if something 
 happens to that third party 

 They get hacked / data breach 

 Loss of service 

Remote Access
& Critical

Remote Access
& Not Critical

No Remote Access
& Not Critical

No Remote Access
& Critical





24 Hours to Patch







1-10-60 Rule

1 Minute

• Detect

• Triage

10 minutes

• Investigate

• Understand

60 Minutes

• Remediate

• Contain



Next Topic



DORA
Digital Operational Resiliency Act

The Digital Operational Resiliency Act
Deadline: 2025.01.17 for Financial Entities operating in EU.

Monitoring/enforcement starts 2025. 



5 Pillars of DORA
These items are all much more detailed and complex

You need a framework to assess and manage risk; you will get audited! There is a focus on 
accountability and ability to identify important and critical functions. Know yourself!

IT Risk 
Management

You have to identify and assess third parties and monitor critical third parties. You also need 
exit strategies. 

Third Party Risk 
Management

You must do “basic” and “advanced” penetration testing . Vulnerability scanning is not 
enough.  Yearly “basic” pentesting, and every 3rd year “advanced” pentesting.

Digital Operational 
Resilience Testing 

Have plans for incidents and report major IT incidents to authorities. You need to report 
early and often… You need to classify and log all IT incidents and determine which ones are 
“major”.  Exist templates exist!

IT Incident 
Reporting

Act on Threat Intelligence sharing - ensure threat intelligence is exchanged. 

Information 
Sharing

Source: https://www.eiopa.europa.eu/digital-operational-resilience-act-dora_en



Digital Operational 
Resilience Testing 

 Penetration Testing is a requirement 
 “Basic” testing once a year

 “Advanced” testing once every three year

 Vulnerability scanning and assessment is still necessary 

 The methodologies for penetration testing should be up to date with 
the latest cybersecurity developments.



Pentest Execution Standard 



Basic vs. Advanced Testing

 



DORA & Tiber

 TLPT – Threat Lead Penetration Testing 
 TIBER – Threat Intel Based Ethical Red teaming… 

 Aim is to make organizations resilient 



Challenges with 
Pentesting – 
Speed and Agility



Key To 
Success

 APT – Advanced 
Persistent Threat 

 Know the target better 
than the target know 
themselves 

 Waiting game, 
patience, and you get in 



Tiber-EU/NO In A Nutshell

 Simulated cyberattacks on critical financial 
infrastructures to assess and improve their 
defense mechanisms against real cyber 
threats.



Control

Security Frameworks

 Control Frameworks
 TIBER

 Program Frameworks 
 NIS2 

 Risk Frameworks 
 DORA 

Experience

Program

Risk



https://into.bio/chrisdale & https://into.bio/rivsec 

Download slides here!

Twitter – https://twitter.com/ChrisADale

LinkedIn – https://www.linkedin.com/in/chrisad/

Fighting Cyber Crime – https://riversecurity.eu 

https://into.bio/chrisdale
https://into.bio/rivsec
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