
Agile Offensive 
Security Operations

And the Evolution of Penetration Testing



WHO AM I?

COO, PRINCIPAL AND FOUNDER AT RIVER SECURITY

PRINCIPAL INSTRUCTOR AT SANS

SHORT SUMMARY:

I SHOW HOW CRIMINALS BREAK-IN,

AND I HELP THROW THEM BACK OUT… 

GCIH   GIAC Certified Incident Handler

GPEN   GIAC Certified Penetration Tester

GSLC   GIAC Security Leadership

GMOB  Mobile Device Security Analyst

GDAT  GIAC Defending Advanced Adversaries 

GCTI GIAC Cyber Threat Intelligence

GCFA GIAC Certified Forensic Analyst

GXPT GIAC Experienced Penetration Tester



WHY DO WE 
DO 

PENETRATION 
TESTING?

WHAT IS THE GOAL OF PENETRATION TESTING?

(LEGIT QUESTION)



HIGH LEVEL PENTEST METHODOLOGY
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1
Reconnaissance Discovery &

Scanning

Exploitation & Verification



Common problems 
with penetration 

testing
I have been lucky enough to be on both
sides of the table: 

- Several years as CISO

- Procurer and receiver pentest

I have built, trained and managed several 
penetration testing teams. 



Do Attackers Care 
About Scope?
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• Immediate value by just having hackers 
LOOK at you  

• Bottom-up approach!

• Smaller investment up front

• Find shadow IT, unmanaged data 

• Scope is suddenly defined
• Customer and Provider knows what has 

been left out of scope

Digital Footprint Assessment
Map Attack Surface First







With Traditional 
Penetration Testing –
Are we playing the 
same game as 
attackers? 



Digital 
Footprint

Automation + 
Review

Attack 
Surface 

Management

WHAT IS ATTACK SURFACE 
MANAGEMENT?



HIGH LEVEL PENTEST METHODOLOGY
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WHAT IS ALWAYS-ON 
PENTESTING

& OFFENSIVE SOC?

Digital 
Footprint

Automation + 
Review

Attack Surface 
Management

Test All 
Changes



HIGH LEVEL PENTEST METHODOLOGY
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ALWAYS-ON AND AGILE PENTESTING

EXISTING ATTACK SURFACENEW ATTACK SURFACE (DELTA)

- Recon, Discover and Scan 

continuously

- Pentest and assess ASAP

- Hunt on existing targets 

- Use new CTI to assess ASAP





Wait, isn’t this a 
Red Team 
Exercise?

• It’s in the word “exercise” 

• Offensive SOC is not an 
exercise, it’s a continuous 
operation 

• Companies have a hard time 
training and retaining pentest
talents 
• It is important to still have 

this competency “at hand”. 



Concern Offensive SOC Red Team Exercise

Stealth No Yes

Physical Not typically 1 Yes

People In-Scope Not typically 1 Yes

Utilizes Stolen Credentials Yes Yes

Prioritization Mean Time to Prevent Target value compromise

Blue Team Cooperation Yes No 2

Scope Wide Wide first, then narrow

Duration Continuous Exercise 

Change Management 3 Prioritized Often ignored as recon is done

Goal Report and Remediate ASAP Breach

1. It will always work. If not today, then tomorrow. 
2. Most Red Teams will try to determine the effectiveness of the Blue Team, while O-SOC will report continuously with full 

transparency, typically via API's for Blue Team to pay attention to. 
3. Change Management implying changes to customer, but also CTI, hacking techniques, CVE’s and more. 



Offensive 
SOC







Examples 
Impact 



Examples 
Impact 



Cyber Warfare vs. 
Traditional Warfare

“Know yourself, know your enemy, you will not fear the result of a hundred battles”
Sun Tzu, The Art of War 



1. KNOW YOURSELF
The task once dubbed asset inventory remained 

neglected

Until OFFENSIVE SOC



2. KNOW ATTACKERS

Pentesting was deemed annual or solely for 
compliance by the industry

Until OFFENSIVE SOC



3. ADVANCED PERSISTENT THREAT

Pentesting has lacked agility and sustained impact

Until OFFENSIVE SOC





https://into.bio/chrisdale & https://into.bio/rivsec 

Download slides here!

Twitter – https://twitter.com/ChrisADale

LinkedIn – https://www.linkedin.com/in/chrisad/

Fighting Cyber Crime – https://riversecurity.eu 

https://into.bio/chrisdale
https://into.bio/rivsec
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