
WELCOME TO THE WWW
HOW HACKERS OPERATE, AND HOW DO WE SECURE OURSELVES?



WHO AM I?

•COO, PRINCIPAL AND FOUNDER AT RIVER SECURITY

•PRINCIPAL INSTRUCTOR AT SANS

•CO-AUTHOR OF SEC550 – CYBER DECEPTION, ATTACK

DETECTION, DISRUPTION AND ACTIVE DEFENSE

•SHORT SUMMARY:

I SHOW HOW CRIMINALS BREAK-IN,
AND I HELP THROW THEM BACK OUT… 

GCIH   GIAC Certified Incident Handler

GPEN   GIAC Certified Penetration Tester

GSLC   GIAC Security Leadership

GIAC   Mobile Device Security Analyst

GDAT  GIAC Defending Advanced Adversaries 

GCTI GIAC Cyber Threat Intelligence

GCFA GIAC Certified Forensic Analyst





























THAT CONCLUDES ATTACKS

ON US HUMANS
«IT IS WELL FOR THE HEART TO BE NAIVE AND THE MIND NOT TO BE» - ANATOLE

FRANCE



Personal Data

• How much are we worth? 

• What does the information sell for?

• Why hack me? 



HACKING IS BIG MONEY



HOW MUCH IS 
YOUR 

ORGANIZATION 
WORTH? 







SO WE KNOW THE BAD GUYS 

CAN MONOTIZE US
«OBVIOUSLY CRIME PAYS, OR THERE WOULD BE NO CRIME» - G. GORDON LIDDY





TWO-FACTORS: IT REALLY 
SHOULD BE THAT SIMPLE

This Photo by Unknown Author is licensed under CC BY-ND

http://sfks.cf/set-up-apples-two-factor-authentication-and-keep-hackers-away.SFK
https://creativecommons.org/licenses/by-nd/2.5/




THIS IS THE INTERNETT
WE’RE JUST A “PING” AWAY FROM

Hackers 

Criminals

Governments

Fraudsters

Cheaters

Murderers

Mafia

Sex-offenders

Drug-lords

Terrorists

Scammers 

Trolls



@chrisadale

In IT there's sheep, wolves and shepherds. Be a shepherd.

Write down your passphrases and don’t reuse 
Activate Multi Factor Authentication 
Cyber Security is not an elective, focus!



BEEN HACKED?
INDIVIDUAL: REINSTALL, RESET PASSWORDS, ENABLE MFA

BUSINESSES: ESCALATE! STOP THE BLEEDING…

Stay Vigilant

1

Keep your 
software up to 

date

2

Be extremely 
careful what you 

install 

3

Don’t register to sites with 
the same password, 

those sites get hacked  

4

MOST VALUABLE TIPS 



Copyright © 2024 River Security. All rights reserved.

https://into.bio/chrisdale

@chrisadale

/in/chrisad/

/company/river-security

Thanks for listening!

https://into.bio/chrisdale
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