
New Age of 
Penetration 

Testing
Persistent, Not Necessarily Advanced
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Common problems 
with penetration 

testing
I have been lucky enough to be on both
sides of the table: 

- Several years as CISO

- Procurer and receiver pentest

I have Built, trained and managed several 
penetration testing teams. 



Do Attackers Care 
About Scope?
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• Immediate value by just having 
hackers LOOK at you  

• Smaller investment up front

• Easier to guarantee that the 
entire (or just some) of the 
scope has been tested 
• Customer and Provider knows 

what has been left out of scope

• Find shadow IT, unmanaged 
data 

• Bottom-up approach!

Digital Footprint Assessment

Digital Attack 
Surface Report

Penetration Test 
Report

Mapping Attack Surface First

Might lead into

Digital Footprint Report

Focus Points and 
Summary

Overview of 
Applications, status 
and attractiveness 

Lists of leaks, 
vulnerabilities and 
everything else a 
customer may find 
useful. 

Value, value, value!





Digital 
Footprint

Automation + 
Review

Attack 
Surface 

Management
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1
Reconnaissance Discovery &

Scanning

Exploitation & Verification



The Digital Footprint 
Dilemma
• Businesses want an increased digital footprint and presence 

• From a Cyber Security point of view, we want a small footprint

• Continuous Attack Surface Management helps mitigate the problem

Cyber Security Team Organizations Direction



Digital 
Footprint

Automation + 
Review

Attack Surface 
Management

PenTest All 
Changes



With Traditional 
PenTesting –
Are we playing 
the same game 
as attackers? 
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1
Reconnaissance Discovery &

Scanning

Exploitation & Verification



- Recon, Discover and Scan 

continuously

- Pentest and assess ASAP

- Hunt on existing targets 

- Use new CTI to assess ASAP





Examples 
Impact 



Examples 
Impact 



Proactive vs. Reactive

ASM

Always

-On







Cyber Warfare vs. 
Traditional Warfare

“Know yourself, know your enemy, you will not fear the result of a hundred battles”
Sun Tzu, The Art of War 



1. KNOW YOURSELF

Until OFFENSIVE SOC



2. KNOW ATTACKERS

Until OFFENSIVE SOC



3. ADVANCED PERSISTENT THREAT

Until OFFENSIVE SOC



https://into.bio/chrisdale & https://into.bio/rivsec

Download slides here!

Twitter – https://twitter.com/ChrisADale

LinkedIn – https://www.linkedin.com/in/chrisad/

Fighting Cyber Crime – https://riversecurity.eu 

Work with us! We ARE hiring by attitude, and train for talents🧠

https://into.bio/chrisdale
https://into.bio/rivsec
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