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Common problems with traditional pentests…

Receiving a 
Pentest

Providing a 
Pentest



Procuring and Receiving a 
Penetration Test

As a Client

• What is the scope of the pentest? 

• You might have some idea

• Very often clients doesn’t have the full idea of 
their own attack surface

• Very often wants a single application pentest

• Testing one application vs. Testing the 
organizations resilience against attacks

• The client doesn’t know how hackers operate!

• Once a year approach 



Providing a Penetration Test
As a Provider

• What is the scope?
• How do you find out?  
• The customer is likely not to know what their 

attack surface is 
• How much is the customer willing to invest? 

• Ideally try to avoid annoying scoping meetings 

• Focus on an individual application instead of 
real-world scenarios 

• You start your work, only to be surprised by 
scope creep



Do Attackers Care About Scope?
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Split the Penetration Test into two deliveries 

• Client knows what has been left out of scope 

• Easier for client to commit on having work done 

• Easier to guarantee that the entire (or just some) of the scope has been tested 

• Immediate value from having penetration testers first LOOK at you 

• Customer gets an 3rd party understanding of their attack  surface 

• Easier on the Penetration Testers while they’re doing work 

Mapping Attack Surface First

Digital Attack 
Surface Report

Penetration Test 
Report





Discovery & 
Scanning

Exploitation & Verification

Reconnaissance
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Attackers often get in via 
the road-less travelled

• How to find the roads less travelled? 

• Have the best recon

• The best recon process 

• The best wordlists 

• Continuous and always-on

• Be inspired by bug-bounty hunters



Business Innovation Dilemma

• Businesses want an increased digital footprint and presence 

• From a Cyber Security point of view, we want a small footprint

• Continuous Attack Surface Management helps mitigate the problem

Cyber Security Organizations Direction





Discovery & 
Scanning

Exploitation & Verification

Reconnaissance
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With Traditional Pentesting –
Are we playing the same 

game as attackers? 
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Proactive vs. Reactive

ASM

Always

-On



Building an Offensive Security Operations Center



Building an 
Offensive Security 
Operations Center



Domains

• Domains is typically the main focus for hunting for attack vectors

• When are new domains provisioned? 

• Who registered it? 

• DNS Brute Forcing 

• Targeted Word Lists for finding new domains 

• Certificate Transparency Logs
• Wildcard certificates 

• Malicious domains



Certificate Transparency Log

https://transparencyreport.goo
gle.com/https/certificates

https://certstream.calidog.io

https://crt.sh

https://transparencyreport.google.com/https/certificates
https://certstream.calidog.io/


URL SHORTENERS
URLTeam over at ArchiveTeam has been doing a brute force against 

URL Shorteners
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https://www.sans.org/blog/the-secrets-in-url-shortening-services/



Parked Domains



Building an 
Offensive Security 
Operations Center



Network Services – TCP and UDP 

• When does a port open? 

• Oscillating ports 

• Service detection 

• 65536 ports 
• But 90% of most common TCP ports pertain only 576 ports

• New port? New attack surface! 
• Better assess, attack and protect before anyone else…

• Scan in different configurations 
• Attackers have time, we can scan over long durations 



Using trackers to expand the attack surface



403/404/Splash-Pages
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• Building great wordlists 
• CEWL  is extremely useful

• DNS enumeration
• Content enumeration 
• Indexed information in search engines
• VHOST enumeration  
• IIS short name scanning



Building an 
Offensive Security 
Operations Center



Technology Stack

• Libraries might be vulnerable
• JavaScript, dependencies, plugins, themes and more…

• Vulnerabilities
• A vulnerability scanner finds a new vulnerability

• Is it exploitable? 

• Can we hack the customer now? 

• Can we weaponize the CVE? 

• Local, authenticated or configuration-based vulnerabilities  

• Log4j happens 
• How do you react? 



Building an 
Offensive Security 
Operations Center



Cloud Operations

• You can scan from the outside AND inside of target customer cloud 
providers 
• TLS-Scan and other techniques help in attributing assets to customer 

• Several OSINT sources 

• Brute-force with targeted wordlists 

• You can ask for an identity with list-* privileges 
• Scan, test and assess risk as new assets are provisioned and changed 

• Anytime a customer deploy a cloud service: 
• Add it to monitoring 
• Start attacking it 
• Detect when it changes 



Building an 
Offensive Security 
Operations Center



Code Repositories – They exist 

• Many are public
• Trufflehog

• Use search engines on GitHub, BitBucket, etc.

• GIST’s for users on employees 
• Users private email addresses might be used 

• Company “real names” are great for searching and identifying 
• Real name – Company name synonyms 

• E.g. River Security, rivsec, riversec

• Can you find them attack surface when using company “real names”? 



Building an 
Offensive Security 
Operations Center



Third Parties

• Monitor Third Parties breaches and notable events 

• Companies typically has a lot of SaaS
• Does breached credentials work across them? 

• Supply Chains
• Useful for our CTI and understanding the paths towards target 



Building an 
Offensive Security 
Operations Center



Mobile Applications

• Typically communicates with API’s

• May have secrets embedded in them

• Contains valuable information for building: 
• Wordlists
• Intelligence

• Monitor for new versions 
• Check delta

• Monitor for new applications 
• Detect when existing application vendors provision a new application
• When customer name is represented in a new application 



Mobile Applications



Building an 
Offensive Security 
Operations Center



Sensitive Information – i.e. Dark Data

• Google Dorking 

• Automating querying through search engines 

• Abusing CMS API’s 

• Discovering file uploads 

• Leveraging OSINT 

• Purchasing access to vendor API’s 

• Brute-forcing storage buckets, files, etc. 



Building an 
Offensive Security 
Operations Center



Hacking Social Media and Monitoring

• Would your company suffer if Social Media is compromised?

• Can personal accounts be targeted to get into company accounts? 
• Credential stuffing, phishing, smishing, vishing 

• Social Engineering 

• A few SoME has shared logins
• Often stupid passwords

• Memorable passwords which can be guessed 

• Identify SoME accounts and do sentiment monitoring 
• AI/ML helps in this aspect 



Building an 
Offensive Security 
Operations Center



Users, Accounts and Emails
• Users have: 

• Emails
• Usernames
• Credentials
• Position

• What is an email? What can it be targeted for? 
• Phishing?
• What about password spraying? 
• How many logins does a company have? Might be a weak password…

• They register accounts left and right

• When a system is compromised, credentials are leaked 
• Credential stuffing

• Every week we have multiple reports through CTI about compromised systems 
• We do our best to get a hold of the databases and credentials 

• Often all we have to do is simply log-on and the customer is breached 



Building an 
Offensive Security 
Operations Center



How can Offensive Services Leverage a Brand?

• Reverse image searching 
• Logos 

• Company specific images 

• Company catch phrases and mottos 
• “Nike, just do it” 

• You can automate querying for some of these things
• It returns 1.000.000 hits, that is fine

• But can we check and verify 1.000.001? 

• Is it easy? Is it doable?



Reverse Image Searching



Building an 
Offensive Security 
Operations Center



Active Trace

• Deception Element 

• Can we embed code which triggers when a website has been cloned?

• SVG with callbacks when used outside of scope

• JavaScript which only returns when website runs outside of original 
domain 

• It doesn’t have to be complex, but could get the job done

Alert: Website https://riversecurity.eu/ is calling back from http://riversecurity.eu-no.com

https://riversecurity.eu/
http://riversecurity.eu-no.com/


How our Offensive-SOC operates 



Reporting

• Do we want yet another dashboard? 

• Most organizations can consume from API’s today
• I.e. a defensive SOC

• Human to human interaction is really valuable
• It provides knowledge transfer 

• Collaboration stimulates solutions 

• What we suggest and practice: 
• Report where customers can process the information 

• Make API’s and data accessible 

• Adapt and innovate 



Defend Forward
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Cyber Warfare vs. 
Traditional 

Warfare
"Know yourself, know your enemy, you will not fear the 

result of a hundred battles"
Sun Tzu, The Art of War 
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Thank You For Your Attention!

Twitter – https://twitter.com/ChrisADale

LinkedIn – https://www.linkedin.com/in/chrisad/

Stopping Threat Actors – https://riversecurity.eu 

https://into.bio/chrisdale

WE’RE HIRING!


