
Help To Self-Help
How Developers Can Test Their Code Without Being Cyber Security Experts



Who am I?
Principal and Founder at River Security 

Certified SANS Instructor

I show how criminals break-in,
and I help throw them back out… 

Specialize in Continuous Attack Surface 
Management and Always-On Penetration Testing

Online presence: https://into.bio/chrisdale

GCIH   GIAC Certified Incident Handler

GPEN   GIAC Certified Penetration Tester

GSLC   GIAC Security Leadership

GIAC   Mobile Device Security Analyst

GDAT   GIAC Defending Advanced Adversaries 

GCTI GIAC Cyber Threat Intelligence
GCFA GIAC Certified Forensic Analyst



High Level Pentest Methodology

Discovery & 
Scanning

Exploitation & 
Verification

Reconnaissance



Discovery Process is Essential 

• Threat Actors will spend a significant time on reconnaissance, 
scanning and discovery 

• There are opportunities in the current, but developing issues are of 
uttermost importance 
• New CVE's for existing infrastructure 

• New domains being provisioned, configured and developed 

• New services available, i.e. ports opened 

• Credentials breached 

• Files uploaded to Internet exposed services 

• Changes to repositories, mobile applications and more 

• Deployment of cloud resources 



From the outside – threat actors are always-on



Example: MVP of Web Application 1/3 

• Browse the entire application, discover all browsable content

• Utilize Content Discovery on all interesting places 

• For JavaScript, extract file paths and references 

• Discover if application changes based on unlinked parameters
• Headers, Cookies, GET and POST

• Build that site-map and see if you can get a good grasp on all the application logic 
available 

Map browsable and unlinked attack surface 



Example: MVP of Web Application 2/3 

• For functionality such as e.g. ?action=showUser&id=123 , try fuzzing 
the verb with words like: 
• Add, delete, update and so on… 

• Useful wordlists: 
• Server-side variable names

• Form field values

• Form Field names

• Browse entire application with Collaborator Everywhere turned on

Map browsable and unlinked attack surface 



Example: MVP of Web Application 3/3 

• For-each script and functionality discovered:
• Determine properly how the functionality works and try related use-cases 

and hypothesis 

• Send to Fuzzer Tool and define input parameters for Fuzzing
• Fuzz all bytes %00 through %FF

• For each discrepancy, add on 

• Send to Vulnerability Scanner and let it do its work. 
• Backslash Powered Scanner and other extensions will also aid here. 

• Finally, back to Intruder and fuzz manually. 
• %00 to %FF is extremely useful

Utilize your Penetration Testing knowledge to find vulnerabilities 



Pentesting Process Pyramid
F u l l y  t e s t  t h e  s c o p e  o n  e a c h  s c r i p t  a n d  i n p u t

Reliable and consistent testing is important, and not relying
on a single individuals' skills and efforts to complete a
penetration test helps ensure the highest levels of standards.

Producing High Value Penetration Tests

Penetration Testing is a team effort, not an individual 
effort. Utilize a team to maximize the penetration test 
efforts. 

Team Based Effort

Leave no stone untouched. Many vulnerabilities are 
found in the "paths least travelled". Fully explore!

Thoroughly Mapping Attack Surface

Document findings, process, discrepancies and 
hypothesis. It will be useful now and later. 

Reporting

A team is stronger. Produce hypothesis to uncover 
potential attacks across all layers. Strengthen the team 
knowledge by working as one. 

Hypothesis and Knowledge Sharing

Fuzzing – Find bytes producing different/unexpected results

Utilize a team. Conclude hypothesizes
and test cases

Run tools 
and 

scanners
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Fully explore test cases

Produce hypothesis. Try out test cases. Be Creative



What Can 
Developers Do?



OWASP ZAP

• Nice free Attack Proxy for testing web applications

• Has a nice site-map feature

• Can scan for vulnerabilities 

• Allows fuzzing for vulnerabilities 

• Chaining of proxies 

• WebSocket support  

• Good developer support



Burp Suite

• Defacto tool by pentester

• Strong fuzzing capabilities 

• Extension support 

• Very flexible and robust 

• Well developed scanner 

• Spidering engine with good 
SPA support



BurpSuite Free vs Pro

• Paid version has more features, primarily aimed towards penetration 
testers. 

• Vulnerability Scanner which benefits from extensions 

• Non-throttled Intruder for fuzzing scripts 

• Project and session support 

• Handy features such as: 
• Finding script references, scripts and comments 

• Content discovery

• Reports on attack surface





A Dedicated Browser For Testing

• You should have a “Hack Naked” browser
• I’m using Firefox Developer Edition for testing and Chrome for browsing

• Configure it with useful proxies, and keep your web-surfing and 
“googling” to other browsers  
• Eventually use a proxy like SwitchySharp to control which domains are 

included or excluded from proxying

• My browser has been configured so that I control it to maximum 
extent



Using ZAP to fuzz



Fuzzing it – All Available Bytes

Add payloads from 0 to 255



Fuzzing it – with wordlists



Fuzzing with Burp Suite

URL-Decode should be tested on and off



Follow-Up on Discrepancies and Anomalies



Follow-Up on Discrepancies and Anomalies



Optionally: For Hunting Vulnerabilities 

• For the anomalies discovered, could we not sanitize them right away? 

• If URL-Decode is turned on, typically the middle-ware is targeted 

• Can method detect Boolean or Blind attacks? 

Instead of just patching it right away



Thank You For Your Attention!

Twitter – https://twitter.com/ChrisADale

LinkedIn – https://www.linkedin.com/in/chrisad/

YouTube – https://www.youtube.com/c/chrisdale

SANS Profile – https://www.sans.org/profiles/chris-dale/

River Security – https://riversecurity.eu 


