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Who am |?

Principal and Founder at River Security
Certified SANS Instructor

| show how criminals break-in,
and | help throw them back out...

Specialize in Continuous Attack Surface
Management and Always-On Penetration Testing

Online presence: https://into.bio/chrisdale

GCIH GIAC Certified Incident Handler
GPEN GIAC Certified Penetration Tester
GSLC GIAC Security Leadership

GIAC Mobile Device Security Analyst
GDAT GIAC Defending Advanced Adversaries
GCTl  GIAC Cyber Threat Intelligence
GCFA GIAC Certified Forensic Analyst
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Discovery Process is Essential

* Threat Actors will spend a significant time on reconnaissance,
scanning and discovery

* There are opportunities in the current, but developing issues are of
uttermost importance
* New CVE's for existing infrastructure
* New domains being provisioned, configured and developed
 New services available, i.e. ports opened
Credentials breached
Files uploaded to Internet exposed services
Changes to repositories, mobile applications and more
Deployment of cloud resources






Example: MVP of Web Application 1/3

Map browsable and unlinked attack surface

Browse the entire application, discover all browsable content

Utilize Content Discovery on all interesting places

For JavaScript, extract file paths and references

Discover if application changes based on unlinked parameters
 Headers, Cookies, GET and POST

Build that site-map and see if you can get a good grasp on all the application logic
available



Example: MVP of Web Application 2/3

Map browsable and unlinked attack surface

* For functionality such as e.g. ?action=showUser&id=123 , try fuzzing
the verb with words like:
* Add, delete, update and so on...

e Useful wordlists:
e Server-side variable names
* Form field values
 Form Field names

* Browse entire application with Collaborator Everywhere turned on



Example: MVP of Web Application 3/3

Utilize your Penetration Testing knowledge to find vulnerabilities

* For-each script and functionality discovered:
e Determine properly how the functionality works and try related use-cases
and hypothesis

* Send to Fuzzer Tool and define input parameters for Fuzzing
* Fuzz all bytes %00 through %FF
* For each discrepancy, add on
* Send to Vulnerability Scanner and let it do its work.
e Backslash Powered Scanner and other extensions will also aid here.
 Finally, back to Intruder and fuzz manually.
* %00 to %FF is extremely useful



Pentesting Process Pyramid W secvrrry

Producing High Value Penetration Tests

Reliable and consistent testing is important, and not relying
on a single individuals' skills and efforts to complete a
penetration test helps ensure the highest levels of standards.

Fuzzing - Find bytes producing different/unexpected results

Team Based Effort

Penetration Testing is a team effort, not an individual

Produce hypothesis. Try out test cases. Be Creative

effort. Utilize a team to maximize the penetration test
efforts.

5 E Thoroughly Mapping Attack Surface

Utilize a team. Conclude hypothesizes
and test cases

— Leave no stone untouched. Many vulnerabilities are
found in the "paths least travelled". Fully explore!

yoeosdde umop-do}
Bottom-up approach

- Reporting

Document findings, process, discrepancies and

hypothesis. It will be useful now and later.
Run tools

s @ Hypothesis and Knowledge Sharing

A team is stronger. Produce hypothesis to uncover

potential attacks across all layers. Strengthen the team
knowledge by working as one.
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OWASP ZAP

* Nice free Attack Proxy for testing web applications

* Has a nice site-map feature Sowsis ousiin - o

* Can scan for vulnerabilities _ T Weloome to OWASP ZAP
* Allows fuzzing for vulnerabilities L fmm— e

* Chaining of proxies Q @ ©

* WebSocket support

* Good developer support S — AT




% Burp Project |Intruder Repeater Window Help Backslash Powered Scanner Logger++ Param Miner
Logger++ Software Vulnerability Scanner Versions Taborator Additional Scanner Checks Java Seriz

Dashboard Target Proxy ntruder Repeater Seguencer Decoder Comparer

Tasks ® Newscan @ New live task @@@ .. lIssue activity

L}
l rp ;l Ite Q Running ' | Paused | Finished Live task | Scan | Intruder attack U High ' ' Medium | Lo

; : _ e T T G ask Tir
1. Live passive crawl from Proxy (all traffic) Q) 205 ]

Add links. Add item itself, same domain and URLs in suite scope. 0 items added to site map

Capturing: o
Defa Cto tOOI by pe ntester 0 responses gueued

- - — _ TN T
2. Live audit from Proxy (all traffic) (1) ¢02 ',ﬁ.' |:71

Strong fuzzing Ca pa bilities Audit checks - passive ssues. (0 0 (1] (1]
Capturing: o

0 responses processed

0 requests (0 errars)

View details >

Extension support

Very flexible and robust oo
Event log L/" Advisory
We | I d eve | O p e d Sca n n e r O Critical = Error ' Info  Debug == | Search

14:09:45 9 Jun 2021 nfo Extender raw.githubusercontent.com is using HTTP/2

S p i d e ri n g e n gi n e W it h go O d 14:09:43 9 Jun 2021 Info Proxy Proxy service started on 127.0.0.1:8080
SPA support




BurpSuite Free vs Pro B2 PORTSWIGGER

* Paid version has more features, primarily aimed towards penetration
testers.

* Vulnerability Scanner which benefits from extensions
* Non-throttled Intruder for fuzzing scripts
* Project and session support

* Handy features such as:
* Finding script references, scripts and comments
e Content discovery
* Reports on attack surface



Navigational Hotkeys

Ctrl-Shift-T - Target Tab
Ctrl-Shift-FP - Proxy Tab
Ctrl-3hift-R - ERepeater Tab
Ctrl-Shift-I - Intruder Tab
Ctrl-Shift-0 - Project Options Tab
Ctrl-Shift-D - Dashboard Tab

Ctrl-Egqual - next tab
Ctrl-Minus - previous tab

tion

rl1-B = Basetd selec
Ctrl-Shift-B - Basefd decode selection
Ctrl-H = Replace with HTML Entities
(key characters only)
Ctrl-Shift-H = Replace HTML entities
with characters
Ctrl-U = URL encode selecticon (key
characters only)
Ctrl-Shift-U = URL decode =selection

Editor Encoding / Decoding Hotkeys

Burp Collaborator

The collabeorator enables the
penetration tester teo listen for call-
backs from wvulnerable scripts and
services wvia auto-generation of unigque
DMS names and works on the following
protoceols:

— DHNS

— HTTP & HTTES

- SMTP & SMTFS
Use the Burp extension Taborator to
make Burp Ceollaborator easier to use
on—-the-fly.

Global Hotkeys

Ctrl-I - Send to Intruder
Ctrl-F - Send to Repeater

Ctrl-5 - Search (places cursor in
search field)
Ctrl-. - Go to next selection
Ctrl-m - Go to previous selection
Ctrl-A - Select all
Ctrl-Z - Undo

trl-¥ - Redo

Ctrl-Delete - Delete Word

Ctrl-D - Delete Lines

Ctrl-Backspace - Delete Word Backwards
Ctrl-Home - Go to beginning of document
Ctrl-Shift-Home - Go to beginning of
document and select data on its way
Ctrl-End - Go to end of document

Ctrl-Shift-End - Go to end of document
and select data on its way

Ctrl-Left - Go to Previous Word
Ctrl-Shift-Left - Go to Previous Word
and select data on its way

Ctrl-Right - Go to Next Word
Ctrl-Shift-Right - Go to Next Word and
select data on its way

Editors Hotkeys

Tool Specific Hotkeys

Ctrl-F - Forward Reguest (Proxy)
Ctrl-T - Teoggle Proxy Intercept On and
Off

Ctrl-Space - Send Request (Repeater)

Double-click <TAB> - Rename a tab

Burp Suite

Cheat Sheet v1.0

By Chris Dale @chrisadale

sans.orgloffensive-operations

This cheat sheet enables users of Burp Suite with
quicker operations and more ease of use.

Burp Suite is the de-facto penetration testing tool for
assessing web applications. It enables penetration
testers to rapidly test applications via signature
features like repeater, intruder, sequencer, and
extender.

It is split into two pages, one page containing
common shortcuts to use within the application, the
second page containing useful extensions and tips-

and-tricks. It is recommended to manually check and

test the different extensions available in the product;

many which may be very useful to your testing, but
outside of what this cheat sheet can cover.

Burp Suite comes in a free community edition and a
commercial professional edition. It has a built in
Chromium browser for easy set-up of HTTP and

SSL/TLS interception.

POCKET REFERENCE GUIDE




A Dedicated Browser For Testing

* You should have a “Hack Naked” browser
* I'm using Firefox Developer Edition for testing and Chrome for browsing
e Configure it with useful proxies, and keep your web-surfing and
“googling” to other browsers

* Eventually use a proxy like SwitchySharp to control which domains are
included or excluded from proxying

* My browser has been configured so that | control it to maximum
extent




Using ZAP to fuzz

a OWASP ZAP - OWASP ZAP 2,100 — O .
File Edit View Analyse Report Tools Import Online Help
Standard Mode ~ EdEe @ g adnEEeElEnm=Edas T e 3% @@ E o €
$ Sites % Quick Sta eques esponse
@ sit + § & QuickStat = Request &R 4
®@ B3 Header: Text ~ || Body: Text M = =
= Contexts GET http://attack:68181/vulnerabilities/xss_r/2name=test HTTP/1.1
(] Default Context User-Agent: Mozilla/5.8 (Windows NT 18.8; Winbd; x64; 1 Find CHl-F b
. Accept: text/html,application/xhtml+xml,application/xm]
@ sites Accept-Language: en-GB,en;q=8.5 ‘. Open/Resend with Request Editor...
| http:ilattack Accept-Encoding: gzip, deflate 4 Fuz
o Connection: keep-alive v o
| P hitp:/fattack 60101 Referer: http://attack:68181/vulnerabilities/xss_r/ Run application >
|/ http:fficdn. matomo.cloud Cookie: PHPSESSID=blcdlolokndehotjgirkp@mZud; security: Open URL in System Browser
. ) . Upgrade-Insecure-Requests: 1 -
| hitp:iiportainer Host: attack:681@1 oke with Script
| P hitp:fportainer: 9000 Encode/DecodeHash...
__| hitpzilocalhost 9000 Open URL in Browser >
L hitp:#127.0.0.1:60101
) Syntax >
| hitp127.0.0.1:60111 )
) View >
. hitpuM27.0.0.1:9000
| hitp:i127.0.0.1:62101 Cirl-Z
| hitp:#127.0.0.1:62100 C
__| I httpiifneverssl.com ~
= History =, Search ;]LU Alerts Cutput =+ crl-C
@ [ Filter: OFF ¢ Export Delete
Id Source Req. Timestamp Method URL Code Reason RTT Select Al Chl-A Tags &
82 == Proxy  6/9/21, 4:09:34 PM GET hitp:/fattack:60101/security. php 200 OK G&ms 5 Form, Hidden, Script
84 == Proxy  6/9/21, 4.09:36 PM GET http:ifattack60101Aulnerabilities/csrii 200 OK 38Bms 5 Save Raw > Form, Password, Hi...
86 == Proxy  6/9/21, 4.09:37 PM GET http:/attack:60101Aulnerabilitiesfir?page=inclu... 200 OK 3¥Ims 4, Script
89 < Proxy  6/9/21, 409:38PM  GET hitp://attack:60101Aulnerabilities/csri 200 OK |ms 5 SoveXL Form, Password, Hi...
89 == Proxy  6/9/21, 4:09:42 PM GET http:/attack:60101Aulnerabilitiesfir?page=inclu... 200 OK 66 ms 4,414 bytes Fu Medium Script



Fuzzing it — All Available Bytes

Add payloads from 0 to 255

Q Payloads
Location: Header [52, 58]

Value: test

Payloads:
Type Description

1 Mumberzz From 0 to 255, increment 1

+| Remove Without Confirmation

# of Processors

@ Add...

Cancel OK

W Fuzz Location Processors

Location: Header [52, 56]

Walue: test

Processors:

# Type

1 Prefix String
2 URL Decode

+| Remove Without Confirmation

x
Description B Add... E
Uh Madify...
Using encoding "UTF-8° Remave
Down
Bottom
Cancel oK




Fuzzing it — with wordlists

Cannartinn: kean.aliua

Q

o

Fuzz Locations Options Message Processors ) Add Payload
Type:  File Fuzzers
Header Text ~ | Body:Text ~ | [l [T F Files: e S
GET http://attack:68181/vulne Q
HTTP/1.1 Active 3QL Injection
User-Agent: Mozilla/5.@ (wing Location: Header [49, 53] LDAP Injection
fieleelal Fire-FofoB.Bl .| Value: test MS SQL Injection i
Accept: text/html,application o _— .
webp, */*;q=0.8 Payloads: MS SQL Ninja Injection (Blind)
Accept-Language: en-GB,en;g=§ L MySCQL Injection (Blind)
Accept-Encoding: grip, deflat # Type Description # of Processor, MySQL Injection 101
Connectien: keep-alive MySQLMS SQL Common Injection
Referer: http://attack:6818l/ L
Cookie: PHPSESSID=blcdlolokng Oracle SQL Injection
Upgrade- Insecure-Requests: 1 Passive SQL Injection
Host: attack:eelel S0L Injection
Payloads Preview:
{ V| Remove Without Confirmation
14
ad
T
2]
T A US TS LT I T S TUA GO UL LE S O AL TPV Jus Daua
http:/fportainer:9000/c65d154888aa166082dac3e72e738... 502 Badq '@ Cancel Add



Fuzzing with Burp Suite

he atta

ral HTTE/1.0

Payload Sets

URL-decode

URL-Decode should be tested on and off
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Follow-Up on Discrepancies and Anomalies

Comment
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Follow-Up on Discrepancies and Anomalies

Error Timeout | Length v Comment

/ SECURITY

Render

Home | Vulnerability: Command Injection
instructions | Ping a device
Setup / Reset DB |

Enter an IP address:| || Submit
Brute Force
CSRF

File Upload
Insecure CAPTCHA

File Inclusion |




Optionally: For Hunting Vulnerabilities

Instead of just patching it right away

* For the anomalies discovered, could we not sanitize them right away?
* If URL-Decode is turned on, typically the middle-ware is targeted
* Can method detect Boolean or Blind attacks?

| ¢3? Payloa
j o

o Vulnerability: SQL Injection

Instructions
Setup / Reset DB User ID.‘ H Submit |
1 User ID iz MISSING from the database.
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hank You For Your Attention!

Twitter — https://twitter.com/ChrisADale
LinkedIn — https://www.linkedin.com/in/chrisad/
YouTube — https://www.youtube.com/c/chrisdale

SANS Profile — https://www.sans.org/profiles/chris-dale/

River Security — https://riversecurity.eu



