
Attack Surface 
Management

Winning the battle against Cyber Criminals
i.e., kicking ass 
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Common problems with traditional pentests…

Receiving a 
Pentest

Providing a 
Pentest



Procuring and Receiving a Penetration Test

As a client
• What is the scope of the pentest? 

• You might have some idea
• Very often clients doesn’t have the full idea of their own attack surface

• Very often wants a single application pentest
• Testing one application vs. Testing the organizations resilience against attacks

• The client doesn’t know how hackers operate!
• Once a year approach 



Providing a Penetration Test

As a Provider
• What is the scope?

• How do you find out?  
• The customer is likely not to know what their attack surface is 
• Scoping and planning meetings delay the process

• How much is the customer willing to invest? 
• Focus on an individual application instead of real-world scenarios 
• You start your work, only to be surprised by scope creep
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Attackers often get in via 
the road-less travelled

• How to find the roads less travelled? 

• Have the best recon
• The best recon process 
• The best wordlists 
• Continuous and always-on

• Be inspired by bug-bounty hunters



•

•

•

•

•

•



Discovery & 
Scanning
Discovery & 
Scanning

Exploitation & 
Verification

Exploitation & 
Verification

ReconnaissanceReconnaissance

The high-level Penetration 
Test methodology



• Client knows what has been left out of scope 
• Easier for client to commit on having work done 
• Easier to guarantee that the entire scope has been tested 
• Immediate value from

• Things the customer can start working on now

• Customer gets an 3rd party understanding of their attack  surface 
• Easier on the Penetration Testers while they’re doing work 

Some clear benefits

Splitting the Penetration Test into two deliveries 
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OODA LOOPS

Beat Attackers At Their Own Game!!

Cannot be stressed enough.

How does attackers work? 

Why is penetration testing in-futile? 

Penetration testing must adapt ( a long time ago!) 





Proactive vs. Reactive



From the outside – threat actors are always-on



HOW WE 
OPERATE



Certificate Transparency Log
https://transparencyreport.goo
gle.com/https/certificates

https://certstream.calidog.io

https://crt.sh



Paying Attention to Changes and 
Opportunities == Rewards
24 hours from domain was provisioned until compromise



URL SHORTENERES MIGHT LEAK 
INFORMATION

URLTeam over at ArchiveTeam has been doing a brute force against URL 
Shorteners
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https://www.sans.org/blog/the-secrets-in-url-shortening-services/



Reverse Image Searching



Using trackers to expand the attack surface



Mobile Applications



403/404/Splash-Pages
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• Building great wordlists 
• CEWL  is extremely useful

• DNS enumeration
• Content enumeration 
• Indexed information in search engines
• VHOST enumeration  
• IIS short name scanning

• Bug bountry tip #1!



Parked Domains



Cyber Warfare vs. 
Traditional 

Warfare
"Know yourself, know your enemy, you will not fear the 

result of a hundred battles"
Sun Tzu, The Art of War 
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Defend Forward
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Thank You For Your Attention!

Twitter – https://twitter.com/ChrisADale

LinkedIn – https://www.linkedin.com/in/chrisad/

YouTube – https://www.youtube.com/c/chrisdale

SANS Profile – https://www.sans.org/profiles/chris-dale/

River Security – https://riversecurity.eu 

https://into.bio/chrisdale



Do attackers care about scocpe?

• Threat Actors target everything, everyone, and most importantly the 
low hang fruits. 

• CVSS is a problem because not everything is publicly exploitable 
• CVSS often rely on a local or authenticated user
• No proof-of-concept is acceptable
• How does criminals operate? 

• Do they weaponize their own CVE's based on CVSS?


